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NVIDIA DOCA 2.0

• Software framework for BlueField DPUs

• Offload, accelerate, and isolate infrastructure 

processing

• Support for hyperscale, enterprise, supercomputing and 

hyperconverged infrastructure

• Software compatibility for generations of BlueField DPUs

• Rich partner ecosystem



NVIDIA Morpheus AI Cybersecurity Platform

• Cybersecurity is a data problem

• GPU Accelerated SDK 

• Build on core AI technology

• Enables developers to 

tackle complex workflows

• Mini modules create pipelines 

for specific workflows and use 

cases
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Bloombase StoreSafe Intelligent Storage Firewall

• Application transparent, Agentless, On-the-fly data-at-

rest encryption

• Bump-in-the-wire encryption over multiple network 

storage protocols: NVMe-oF (NVMe/RoCE, NVMe/TCP, 

NVMe/FC), FCP, iSCSI, NFS, SMB, CIFS, S3, REST, 

etc

• NIST FIPS 140-2 validated cryptographic module

• IEEE 1619 compliant: XTS-AES

• Post-quantum cryptography (PQC): CRYSTALS-

Dilithium, CRYSTALS-Kyber, FALCON, SPHINCS+

• Exotic ciphers: Camellia (Japan), SEED and ARIA 

(Korea), Kalyna (Ukraine), GOST (CIS), SM4 (China), 

ECDSA, etc

• External centralized key management: PKCS#11 HSMs, 

OASIS KMIP, AWS CloudHSM, Azure Key Vault, GCP 

KMS, etc

• Zero operational impact to software applications and 

end clients

• No costly hardware retrofitting required at storage 

backend
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Bloombase StoreSafe for NVIDIA BlueField DPU

• Bloombase StoreSafe with 

DOCA SDK and BlueField DPU 

for high bandwidth, low latency 

encryption for all-flash arrays 

(AFAs)

• Bloombase StoreSafe with 

Morpheus AI and GPU for 

sensitive data detection and 

automated protection
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Bloombase StoreSafe with NVIDIA BlueField DPU

• Low latency encryption for 

high-speed all-flash arrays 

(AFA) and storage services

• Ciphertext storage backend 

over NVMe-oF is presented as 

virtual-plaintext local storage 

resource over NVMe/PCIe for 

server’s access

• AES hardware cryptographic 

offloading to BlueField DPU
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Bloombase StoreSafe with NVIDIA BlueField DPU
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Sensitive Data Detection with NVIDIA Morpheus AI and GPU

• Sensitive information 

classification using 

Morpheus AI pre-trained 

model powered by Tensor 

Core GPU

• Lifecycle data protection: 

automatic data rekey
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Sensitive Data Detection with NVIDIA Morpheus AI and GPU
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Performance Benefits
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Demo
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About Bloombase

• Cybersecurity company with specialization in 

intelligent storage firewall technologies

• HQ in Redwood City, CA with offices in 

Vancouver, Canada and Frankfurt, Germany

• More than 2,000 installed-base in over 20 

countries

• Customers from Global 2000-scale organizations 

and public sector

• Member of NVIDIA Inception Program since 2022

• For more, check out our demos at 

https://bloombase.tv

12



Questions? Comments?
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Thank you!
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