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AMD Pensando

* DPUs
» 25G to 200G, in production since 2019

Software Stack
« Datapath: P4 Software
* DPU level: GRPC APIs
 Distributed control plane

Segments
» Cloud, Enterprise, Appliances, etc.

Production Applications
» Multi-Tenant Cloud Networking
» Enterprise Private cloud
« Storage appliances
« SDN Disaggregation

Capturing the 10 Processing in all form factors
« PCle Card, SmartSwitch, Appliances
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Application: DPU Based Distributed Firewall

Stateful firewall and Micro-segmentation

ALG Support - FTP, ICMP, MSRPC, SUNRPC, DNS Datacenter Private/Branch Cloud
Firewall rules/policy defined by Permetor 8
Traditional: IPs, Port/Protocol, Subnets (N-$ Protection) =

Tags and Labels
App-ID Detection

Advantages
Line rate, low latency, firewall for all traffic
Securely Centrally Managed

Flow logs export and analysis
Integration with ecosystem

SmartSwitch SmartSwitch

East-West Protection
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Application: SDN Disaggregation

DC Core Distributed Services Appliance

DC Core

AMD AMD AMD

Problem: With SmartNIC based cloud data center
Provision for peak usage
- Tail 10 performance is limited

Stateful functions can’t be implemented on switches or
virtual appliances

https://www.usenix.org/system/files/nsdi23-bansal.pdf

Solution: Create a pool of DPU clusters in an appliance
Easily handles peak usage
Reduces cost (pooling)

- Tenant’s workloads not limited by cloud infrastructure
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https://www.usenix.org/system/files/nsdi23-bansal.pdf

Application: SmartSwitch — Stateful Functions on every TOR

Built-In

Network SEEEEEES

SmartSwitch SmartSwitch SmartSwitch SmartSwitch SmartSwitch SmartSwitch
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Software Stack Composition — Modular and Extensible

PSM REST APIs (also used by PSM GUI)

Controller (AMD or Cloud Provider)

DPU Level GRPC APIs

System Infrastructure

Modules that a cloud provider can replace
for their business logic

Platform Infrastructure Datapath Programming SSDK: Cloud Developer’s Kit

Fast path [ P4 Compiler and Samples (part of SSDK)

Forwarding Plane/ AMD’s Production Quality P4 programs
Acceleration @
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Software Components of a Programmable Datapath

S/W Component What it provides

*Software in Silicon Development Kit
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Conclusion — Powering DPUs with software

Centrally Managed Policy Automation Observability Ecosystem
Services T . . .
Manager (PSM) - Orchestration & REST API Troubleshooting Compute, Analytics,
Conftroller Provisioning & Security IT Ops
.
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Stateful Encryption & Micro Networking Storage
Firewall TLS Offload Segmentation Load Balancer Services
SmartNIC/SmartSwitch o B o B B i i i
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Questions?
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