State of Open
Networking & Edge -
Implications for Data
Plane

Arpit Joshipura
GM, Networking, Edge & IOT ‘ .

The Linux Foundation

"ITHE LINUX FOUNDATION
L ‘ /NORKING .



What is the Buzz in the Open Source Ecosystem!?

How the SmartNIC ecosystem take advantage of this disruption
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(. LF Intro

@ End to End Solutions & Use Cases

@ Where is Open Source Heading!?
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Linux Foundation Overview
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We are behind some of the most critical projects in the world
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Open Source Journey - First Came Projects

Successful Open
Source
Development ﬁ
depends on the
complete life cycle
of projects,
products that
market will adopt
and deploy
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End to End Open Source Software Collaboration
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End to End Solutions and Use cases
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Vertical Market Adoption of End to End Open Source Software

OPEN NETWORKING, EDGE AND IOT MARKET ADOPTION

@0 0600000006

Industrial Energy (Qil, Commerce & Home Automotive Fleet & Logistics Building Cities & Healthcare
Manufacturing  Gas Utilities) Retail Transportation Automation Government
3 34 ENTERPRISE @ SERVICE END USERS,
NETWORKING PROVIDERS GOVERNMENTS
1. Private Networks 5G/LTE 1. Built on end to end open source 5G & edge 1. Built on Open Source projects
2. Workloads across Multi-clouds 2. Developing countries with 5G and edge 2. Open Solutions and Blueprints
3. End to end visibility and monitoring 3. Global connectivity 3. Unified Cloud, Enterprise, Telco

5G SUPER BLUEPRINTS BUILT ON END TO END OPEN SOURCE PROJECTS
O-RAN avE ?ES&“EE AHKRHIHU EDGEXFOUNDRY QFLEUGE /?Anuket

-ﬁio SONAP By kubernetes /@) DPDK o ([@magma

tungsten fabric
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Edge Compute allgnlng with Dlgltal Transformation
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"Based on a set of metrics 1o assess digitization of as ), usage (11 meetries), and labor (8 metricos)
*Information and communications t

sets (8 metrics), usag
Source: AppBrain; Bluewolf; Compu anomic arketer; Gartner; IDC Research; LiveChat; US Bureau of Economic Analysis
US Bureau of Labor Statistics; US Census Bureau; McKinsey Global Institute analysis
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Open Source foundations + Standards + Alliances 2022

Open Source Software Standards/Specs/Ref Arch/API Open Alliances &
Foundations /  GSMA (LFN, OPG, CAMARA) Consortiums
v ETSI (Edge, Core) /o ARCC
v/ Linux F?undation & its sub- /  3GPP v lC
foundations (LFN, LF Edge, /  Dieital Twin C .
CNCF, Magma, ORAN, LF / ORAN Alliance (RAN) 'gital Twin L-onsortium
Energy... i
gy---) /  NGMN (Disagg, Green, 6G) v 1OTA Foundation
v/ Open Infrastructure -
pen ™ / TMForum (API) v Open-IX
Foundation (Openstack, /s | Vertical "
Magma) /  MEF (AP) everal Vertical specific

V' Eclipse Foundation (Edge) o TIP (Open hardware)

e |ETF (Lower Layers)

v OCP (Co-Design hardware-
software)

®  Others (Single Vendor/Open)

Collaboration has increased significantly across foundations, SDOs, Alliances and Consortiums
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L

Multi-Collaboration in an Open World Takes Center Stage With Super Blueprints

LF Open Source Component Projects for 5G

Core

& .KVM @ceph OVS g 9 orox

/ARKRAIND

Industry standard
servers, switches,

Industry standard servers, switches, SDN Controller

storage o )’ 4

earn more: https://www.lfnetworking.org/5g-super-blueprint/ Read the FAQ: https://wiki.lfnetworking.org/display/LN/5G+Super+Blueprint+FAQ
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https://www.lfnetworking.org/5g-super-blueprint/
https://wiki.lfnetworking.org/display/LN/5G+Super+Blueprint+FAQ

SmartNIC & Open Source Use Cases

Unparalleled Packet Processing + No Vendor Lock-in

e Act as a mini server, mini network switch, or storage accelerator unit
® Telco & Enterprise Use cases
a. 5G—containerization of network mobile components
b. Network Functions & acceleration of Traffic
c. Network Slicing
d. Private 5G with SmartNICs
e Edge Use Cases
a. loT
b. Security
e AI/ML Offload
a. Data & Video analytics
b. Machine Learning (ML)
c. Connect directly to GPU
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SmartNIC & Open Source Solutions
Software Architectures for Telco VNFs /@D DPDK

CP-DP Disaggregated Models
CONTROL PLANE CONTROL PLANE CONTROL PLANE
HAL MAL - IPC oRPC HAL - IPC
DATA PLANE SDK/ API 4 WAL - 1PC h
DATA PLANE (DPDK)
Traditional
Aggregated
HAL - IPC
DATA PLANE SDKJ APY

DATA PLANE (DPDK)

DATA PLANE SOK/ APY

\_ DATA PLANE (DPOK)
Disaggregated -

Dlsaggregated & Decoupled
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SmartNIC & Open Source Solutions

) DPDK  SmartNICs built on/

DPDK and Smart NICs leveraging DPDK tooling:

| Netronome
» Wrapper vdev encapsulates Accelerator | DPDK Application ]
PMD and I/O Controller PMD 1 Bittware's SmartNIC
* Any I/O Controller & any accelerator can . DPDK N Shell for
be used . PacketProcessing
« Active/Active mode 1/0 Controller P‘MDvd Accelera_tor PMD ]
« Application sees a single entity . & / DPDK on NVIDIA
» Split logic is inside wrapper Bluefield SmartNIC
* Application transparency ] 1/0 Controller r;’{ Accelerator FPGA ] Napatech
SmartNIC
ntel
control 1
data Network Ports
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https://www.netronome.com/solutions/dpdk-networking-acceleration/
https://www.bittware.com/ip-solutions/smartnic-shell/
https://docs.nvidia.com/networking/display/BlueFieldSWv22011000/DPDK+on+BlueField+SmartNIC
https://www.napatech.com/support/resources/solution-descriptions/smartnic-offload-solution-for-5g-user-plane-function/
https://www.intel.com/content/dam/www/public/us/en/documents/solution-briefs/smartnic-for-telecommunications.pdf

SmartNIC and SONiC &9 50NIC

SONIC: High Level Architecture

Linux

> Containerized components of SONIC
NOS can run on SmartNICs

> Customized for Hardware Integration

based on Switch Abstraction Interface

SmartNICs + P4 programmability

Value

""""""""""""""""""""""""" > Offloads networking and security

Sush - [: functions

 ocsope | - > Allows for acceleration engines to

tackle a variety of tasks including
e encryption/decryption, firewalling,

TITHELINUX FOUNDATION [:] packet inspection, routing, storage

networking, monitoring, telemetry,

observability

v

v

User Space

Vo
| o |
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eBPF & SmartNICs

User Space

Kernel

Agilio SmartNIC

Bl edtionalNicTx/Rx R o M load
h and Stateless Offloads RS ] Balancing [§

C Code | P4 Code |

LLVM Compiler

eBPF
Byte Code

Kernel Tracing s — CQIOU
s°¢k:g — eBPF VM I :?nw:;
XDP s — TC

NFP JIT Compiler

NFP eBPF Datapath

Source: packetpushers
CITHELINUX FOUNDATION

A eBPF

Use Cases

>

OVS, vRouter, SSL/SSH visibility, virtual
firewall, and eBPF programs.

Pre-built eBBF functions for XDP offload,
TC (traffic classification) offload,
match/action, filtering, load balancing,
DDoS mitigation, and chained filter
functions.

Examples

>

' Deliver to Host
Update Statistics y

Netronome has been using eBPF as a
standard interface for their SmartNICs, and
developed a compiler that translates eBPF
programs to SmartNIC code

Throughput of an NFP-offloaded bpfilter
was 5.5-times that of the same rules
processed via iptables in the host CPU.



LF Edge Akraino, IEC Type 5: SmartNIC L RKRAInO

BP Family: IEC

Purpose/Features:
Datacenter Enterprlse/Campus Mobile Telco
Edge Clouds 9_ IEC Type 5 is focused on SmartNIC, which can

accelerate network performance and provide more
management convenience.ln general, the architecture

Application Services Layer:
Containers, Virtual Machines, and Bare Metal

consists of two layers: laaS (IEC), SmartNIC layer. But in
R4, we have two simple layers: Host Layer, SmartNIC

Layer.

Isolation and Encryption ‘ : <y VNF’s and Container Re-Use

| iR
!

QoS and Performance Scaling Packet Processing Services

Use cases:

Unified Management

e CT based OVS-DPDK offload into SmartNic:
accelerates network performance, saves computing
resources and providing security managements.

Target Industry: Telco and other carriers . ,
e Part of the UPF and VPC functions, like load

balancing, forwarding, dpi, etc offloaded into SmartNIC
to enhance the performance of UPF that will be

CITHELINUX FOUNDATION deployed in carrier's edge cloud datacenters



Other community open source projects
Diamond - Bluff Project (DPU/IPU model)

Generalized example of a new system architecture

|| APPLICATION/WORKLOAD | 1| APPLICATION/WORKLOAD | |
Trwuo:.:'a?mmc : e — : Baremetal OS / Container DPU/IPU-like model
| (Partitioeng) "V:m ‘ (Partitoning) M‘m ' NIC & HW lerat
i : ' - ' accelerators
E%Tn%l:::.'cs aCsPU ! : ' : move to DPU/IPU-like
peripheral thatis | . ; : _ : device with its own CPU
fully controlled by | ' ; il L J:
the CPU : ' S ————————
_ ; i /o SW SUBSYSTEM N +  Software defined device
: o function
CPU + s 3 ;

domain-specific .
HW acceleration Computer is an
aggregation of

independently

... . [maam—-m/
H Nyperviser ‘
[ e |

[ A A (Mg Erepees ]

é [ 10 Accweresans  omons trges |

Static device : ‘ . ; intelligent subsystems
function ] = ) E |\ ) (oo ).
‘-,\ smartmic_/ ; " \_DPWIPU-the device / /

Physical server Physical server

https://github.com/Diamond-Bluff/Diamond-Bluff

Key Functions

> Presence of their own GPU

> The ability to boot a general
purpose OS

> Domain-specific HW
acceleration capabilities

> Software-defined device
functions

> Offloading of whole software
subsystems, such as the
Networking or Storage stack,
including their control planes

> Strict security isolation from
the host on the hardware-level

> Unique network identity

> Out-of-band management



Open Source enables companies to unleash the power of
SmartNICs while avoiding vendor lock in

Open Source collaboration on “non-differentiated”

software speeds up innovation of standardized
frameworks for Edge, IOT, Networking Use cases
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Where is Open Source Heading
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Research & Survey - Open Source

f orgarias Survey
98% use open
source software.

47% are using
SBOMs today

Baied on organatens
srveyed 3 forecasted
838% will use
SBOMSs in 2023,

| S9OM 2621 SURVEY |

#2 ACTION:
Use SBOMS to
better secure

your software
supply chain.

CITHELINUX FOUNDATION

SBOM use will
increase by 66%

Of organizations surveyed,
95% are concerned
about software
security.

il

Whan producing SBOMs.
#1 BENEFIT:
developers better
understand
dependencies.

Of orgarszations surveyed,
76% currently
have a level

of SBOM readiness.

78% will use

SBOMs in 2022.

#1 ACTION:
Get a vuinerability
reporting system

AN

SBOM 2021 SURVEY

When consuming SBOMs.
#1 BENEFIT:
better support

for compliance
and reporting.

i

https:/llinuxfoundation.org/research/

Security

Use Open Source

98

% \
95
%

Concerned about
Security

47
UYspOMs



Open Source Security Research and Lessons Learnt

There is a need
for a standardized

naming schema
! ftware -

There are complexities
wit

Individual developer The persistence of
account security is legacy software
increasingly important. In the open source space

c ‘ . SUERHESLS that Open SOwrce
has not escaped the problem
of legacy technology.

CENSUS It LESSON LEARNID CEINSUS 11 LESSON LEARNID

The research
generated eight

top 500 lists,

8 Combination of verwoned/
VT MON-SENONt. G ey

INGr ot Jependences, and
NEM/NON-nEm hosted packages

op
package was
debug.

CENSUS It RESULTS

org.slf4j:slf4j-api.

CENSUS I RESULTS

CENSUS I: RESULTS

The most widely N o
used FOSS Is ((J,)/\ .)
developed by only a

handful of contributors. ((/))

Results in one dataset show that 136
sevelo e "
than BO% of the ines of code added to

the top S0 packages.
CENSUS II; LESSON LEARNED

600,000 data points

the top used package
was the go package
github.com/aws/aws-sdk-go.

Log4]) showed up
as number 38

CENSUS Ii: RESULTS

3 P
L l'-"“" £ UDEHSSF Census Il of Free and Open Source Software — Application Libraries

CITHELINUX FOUNDATION

V' Entire Software Development
life cycle is important beyond
Vulnerability Mgmt

V' Packaging & Integration are
part of the securing the

entire software supply chain

v Top projects within domains
determine the criticality of
security



Securing the Open Source Supply chain - 6 top actions

(1) Secure 200 most (2) Automated security tooling (4) Secure open source (5) Enable improved tracking

critical components for 10,000 components software “factories” and tracing with “SBOMs”’

Source Integrity Build Integrity
<>

Developer Consumer
————— -

| Dependencies

| S

(3) Deliver secure development

and cybersecurity job training
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Networking and Edge - Open source

L ONAP

ONAP

|/

14K mNK K

A e’
15K .o 23K 55

379 Wik s 283 wenararn® 0 M o @

TILFNETWORKING

LF Networking (LFN) - Security Summary

ssuts orn R |
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epositories Successully Projects S
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OPEN
-
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LF Edge - Security Summary

security

Networking & Edge Projects
on track as leading examples
of secure open source

https://security.lfx.linuxfoundation.org/#/

93
Repositones Successhully

20.9K

37

anguages

W

659

85



Announcing a new white paper by LFN Security

Securing Open Source 5G from End-to-
End

® Designing a Secure Architecture & Creating
Best Practices
e Creating a Framework for Developing Secure

TLFNETWORKING Software
e e Tracking & Managing Vulnerabilities
SGfro:\g g,.‘:"m.sé’,‘,ﬁ‘e o LFX Security

g o SBOMs

e 5G Super Blue Print

Please join: Work groups, Task forces, Security Committees -
design through deployment
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Next Big Things - 6G, Role of SmartNICs just got harder

6G - Driving Forces !

6G requirements, as proposed
Pull from increasing expectations l” thC IliClEi[L”C

| S—

Data rates
Connection
Push from technology advancements {OM/} density

Latency

Sensor
battery life

Reliability
Positioning
accuracy
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Call to Action

|. Expand your horizon on how end to
end solutions are driving use of
SmartNICs

2. Participate in Upstream open source
data plane projects

3. Join the open revolution for your https:/Iwww.lfnetworking.org/
non-differentiated software ' S35
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https://www.lfnetworking.org/

Open Source enables companies to reshape their industry
value chain in ways that are both neutral (to create
Industry Platforms) and that drive their own
competitive goals (through active Stakeholdership)
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www.linuxfoundation.org
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